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... yes — It is possible ...
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ldea of Functional Safety (acc. EN 61508)

Functional Safety is the ability of an electric/
electronic/programmable electronic system (E/E/PE) to stay in safe
state or to initiate a coordinated safe state in case of an

« random and/ or systematic failures with dangerous impact
to people, environment or serious machine damages

© Rabbarien
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Functional Safety Chain (simplified)

Risk Analysis of the System

Safety Function incl. Safety Integrity Level (SIL)

Validation '

Modification and Service

Decommission and Disposal
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Risk Graph and Safety Integrity Levels

acc. to EN 61508-5
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Risk Graph is only one option to determine the Safety Integrity
Level
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Special Situation of Programmable Devices

=3

Configured Device

Hardware (EN 61508-2)

Validation, Modification
as Hardware
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Programmable Devices Process

SIL SIL
Requirements Certified
Functional Functional
Requirements Timing

Static Timing Static

Requirements Timing
Logical | Behavioral
Requirements Simulation

EN 61508-2 Annex F (Techniques and measures for ASICs —avoidance of
systematic failures) and special for programmable devices Table F.2
(Techniques and measures to avoid introducing faults during ASIC design

and development: User programmable ICs (FPGA/ PLD/CPLD)).
The annex is informative but with detailed descriptions and links to the
additional comments of EN 61508-7
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Technigue and Measures (Annex F)

.... I
Specification, i
Reference Signals
VHDL/ RTL _
Description Synthesis Rbuting
Configured Device
Moduls,
o Timing Simulation
_ _ Stat. Timing
Code inspection, Analysis “_,_H____“M_“M__H,,__

Funct. Simulation

HW Testing

Manufacturing
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Examples for the Techniques/ Measures

Table F.2 — Technigues and measures to avoid introducing faults during ASIC design
and development: User programmable I1Cs (FPGA/PLD/CPLD) (see T.4.6.T)

Design Ref | Technigue/Measure See 5IiL1 5IL 2 SIL 3 SIL 4
phase IEC &1508-T
Design entry | 1 | Structured description E.3 HR HR HR* HR*
high hiigh hiigh high
2 | Design description inm (V)HDL (sea Note) E.1 HR HR HR* HR*
high hilgh high high
EN 61508-2, Annex F
Examples:

«  Design: Use of coding guidelines
«  Synthesis: Consistency checks of the tools, IC vendor requirements
«  Routing: Timing Analysis

«  Manufacturing: Quality Management
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25% of the techniques and measures of Annex F require “proven in use”

* Design
« Application of a proven in use design environment
«  Application of proven in use (V)HDL-simulators
« Application of validated soft-cores

«  Synthesis
« Internal consistency checks
« Application of proven in use synthesis tools
« Application of proven in use libraries/CPLD technologies

* Routing

« Justification of proven in use for applied hard cores
«  Manufacturing

« Application of a proven in use process technology

« Application of proven in use device-series
« Proven in use manufacturing process
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Modification of HDL Code

Block A

Block A

Block C Block D

primary placing modified placing,
without any changes at A,B,C

Modifying of “soft hardware” often means that you have to

restart the validation process
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Solutions
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Conclusion
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